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Cryptography 
 

Cryptography facts for kids 
https://kids.kiddle.co/Cryptography 

 
Early 20th century cipher wheel 

Cryptography, or cryptology, is the practice and study of hiding information. It is sometimes 
called code, but this is not really a correct name. It is the science used to try to keep information 
secret and safe. Modern cryptography is a mix of mathematics, computer science, and electrical 
engineering. Cryptography is used in ATM (bank) cards, computer passwords, and shopping on 
the internet. 

When a message is sent using cryptography, it is changed (or encrypted) before it is sent. The 
method of changing text is called a "code" or, more precisely, a "cipher". The changed text is 
called "ciphertext". The change makes the message hard to read. Someone who wants to read it 
must change it back (or decrypt it). How to change it back is a secret. Both the person that sends 
the message and the one that gets it should know the secret way to change it, but other people 
should not be able to. Studying the cyphertext to discover the secret is called "cryptanalysis" or 
"cracking" or sometimes "code breaking". 

Different types of cryptography can be easier or harder to use and can hide the secret message 
better or worse. Ciphers use a "key" which is a secret that hides the secret messages. The 
cryptographic method needn't be secret. Various people can use the same method but different 
keys, so they cannot read each other's messages. Since the Caesar cipher has only as many keys 
as the number of letters in the alphabet, it is easily cracked by trying all the keys. Ciphers that 
allow billions of keys are cracked by more complex methods. 
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Symmetric 

In symmetric cryptography, both the sender and receiver share the key. The sender uses the key 
in a certain way to hide the message. Then, the receiver will use the same key in the opposite 
way to reveal the message. Most types of cryptography are symmetric. Advanced Encryption 
Standard is a widely used one. 

Asymmetric 

Asymmetric cryptography is harder to use. Each person who wants to use asymmetric 
cryptography uses a secret key number, and a different number, a "public key" that they can tell 
everyone. If someone else wants to send this person a message, they'll use the number they've 
been told to hide the message. Now the message cannot be revealed, even by the sender, but the 
receiver can easily reveal the message with his secret or "private key". This way, nobody else 
needs to know the secret key. 

The details of asymmetric cryptography make it less useful than symmetric cryptography for 
actually sending messages. Instead, it is often used for computer signatures, when a computer 
must know that a file was sent from a certain sender. For example, computer software companies 
that release updates for their software can sign those updates to prove that the update was made 
by them, so that hackers cannot make their own updates that would cause harm. Computers can 
also use asymmetric ciphers to give each other the keys for symmetric ciphers. 

Computers 

Computers can calculate quickly. They can do very strong encryption, and most 21st century 
cryptography uses them. Examples are computer algorithms like RSA, AES, and there are many 
others. Using good algorithms like these can make it very hard to read the information that is 
sent. 

People 

People are better at patterns, changing order of words or letters, and using words with different 
meanings. Because people are slower than computers, any cryptography they use can probably 
be broken if enough of the secret way to change it is known. 

Simple forms of cryptography that people can do without machines are Caesar ciphers and 
transposition ciphers, but there are lots more. They are especially useful in espionage because a 
spy won't be caught carrying a code machine. 
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Images for kids 

  

German Lorenz cipher machine, used in World War II to encrypt very-high-level general 
staff messages 

  

Reconstructed ancient Greek scytale, an early cipher device 
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First page of a book by Al-Kindi which discusses encryption of messages 

  

16th-century book-shaped French cipher machine, with arms of Henri II of France 
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Enciphered letter from Gabriel de Luetz d'Aramon, French Ambassador to the Ottoman 
Empire, after 1546, with partial decipherment 

  

Variants of the Enigma machine, used by Germany's military and civil authorities from the late 
1920s through World War II, implemented a complex electro-mechanical polyalphabetic cipher. 
Breaking and reading of the Enigma cipher at Poland's Cipher Bureau, for 7 years before the war, 

and subsequent decryption at Bletchley Park, was important to Allied victory. 
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Poznań monument (center) to Polish cryptologists whose breaking of Germany's Enigma 
machine ciphers, beginning in 1932, altered the course of World War II 

  

NSA headquarters in Fort Meade, Maryland 
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How does cryptography use mathematics? 

https://www.quora.com/How-does-cryptography-use-mathematics 
 
Learn More at sumologic.com 
4 Answers 

 
Raymond Kip, CEH, CISM, CISA 5+ years of Information Security 
Updated May 20 2016 · Author has 262 answers and 533.6k answer views 

Cryptography is a field of maths, specifically Numbers theory. Numbers theory is all about 
integers and prime numbers. These are the core elements of cryptography implementation in 
securing information and data. 

Cryptography achieves security of information by making it infeasible for an adversary to break 
the cryptographic key. That is making the math behind the encryption require much more 
computational power than is currently available. 

A good example of a cryptography method is public key cryptography which uses two set of 
keys. One key is public while the other is private which is distributed only to the intended 
recipient of the information. Public key encryption is implemented through RSA cryptosystem. 
RSA is based on the mathematical concepts of factoring two large prime numbers. 
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Cryptography in Everyday Life 

http://www.laits.utexas.edu/~anorman/BUS.FOR/course.mat/SSim/life.html 

 

Authentication/Digital Signatures 

Authentication and digital signatures are a very important application of public-key 
cryptography. For example, if you receive a message from me that I have encrypted with my 
private key and you are able to decrypt it using my public key, you should feel reasonably certain 
that the message did in fact come from me. If I think it necessary to keep the message secret, I 
may encrypt the message with my private key and then with your public key, that way only you 
can read the message, and you will know that the message came from me. The only requirement 
is that public keys are associated with their users by a trusted manner, for example a trusted 
directory. To address this weakness, the standards community has invented an object called a 
certificate. A certificate contains, the certificate issuer's name, the name of the subject for whom 
the certificate is being issued, the public key of the subject, and some time stamps. You know the 
public key is good, because the certificate issuer has a certificate too. 

Pretty Good Privacy (PGP) is a software package originally developed by Phil Zimmerman that 
provides encryption and authentication for e-mail and file storage applications. Zimmerman 
developed his freeware program using existing encryption techniques, and made it available on 
multiple platforms. It provides message encryption, digital signatures, data compression, and e-
mail compatibility. PGP uses RSA for key transport and IDEA for bulk encryption of messages. 
Zimmerman ran into legal problems with RSA over his use of the RSA algorithm in his program. 
PGP is now available in a couple of legal forms: MIT PGP versions 2.6 and later are legal 
freeware for non-commercial use, and Viacrypt PGP versions 2.7 and later are legal commercial 
versions of the same software.  

Time Stamping 

Time stamping is a technique that can certify that a certain electronic document or 
communication existed or was delivered at a certain time. Time stamping uses an encryption 
model called a blind signature scheme. Blind signature schemes allow the sender to get a 
message receipted by another party without revealing any information about the message to the 
other party.  

Time stamping is very similar to sending a registered letter through the U.S. mail, but provides 
an additional level of proof. It can prove that a recipient received a specific document. Possible 
applications include patent applications, copyright archives, and contracts. Time stamping is a 
critical application that will help make the transition to electronic legal documents possible. 

Electronic Money 

The definition of electronic money (also called electronic cash or digital cash) is a term that is 
still evolving. It includes transactions carried out electronically with a net transfer of funds from 
one party to another, which may be either debit or credit and can be either anonymous or 
identified. There are both hardware and software implementations. 
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Anonymous applications do not reveal the identity of the customer and are based on blind 
signature schemes. (Digicash's Ecash) Identified spending schemes reveal the identity of the 
customer and are based on more general forms of signature schemes. Anonymous schemes are 
the electronic analog of cash, while identified schemes are the electronic analog of a debit or 
credit card. There are also some hybrid approaches where payments can be anonymous with 
respect to the merchant but not the bank (CyberCash credit card transactions) ; or anonymous to 
everyone, but traceable (a sequence of purchases can be related, but not linked directly to the 
spender's identity).  

Encryption is used in electronic money schemes to protect conventional transaction data like 
account numbers and transaction amounts, digital signatures can replace handwritten signatures 
or a credit-card authorizations, and public-key encryption can provide confidentiality. There are 
several systems that cover this range of applications, from transactions mimicking conventional 
paper transactions with values of several dollars and up, to various micropayment schemes that 
batch extremely low cost transactions into amounts that will bear the overhead of encryption and 
clearing the bank. 

Secure Network Communications 

Secure Socket Layer (SSL) 
Netscape has developed a public-key protocol called Secure Socket Layer (SSL) for providing 
data security layered between TCP/IP (the foundation of Internet-based communications) and 
application protocols (such as HTTP, Telnet, NNTP, or FTP). SSL supports data encryption, 
server authentication, message integrity, and client authentication for TCP/IP connections. 

The SSL Handshake Protocol authenticates each end of the connection (server and client), with 
the second or client authentication being optional. In phase 1, the client requests the server's 
certificate and its cipher preferences. When the client receives this information, it generates a 
master key and encrypts it with the server's public key, then sends the encrypted master key to 
the server. The server decrypts the master key with its private key, then authenticates itself to the 
client by returning a message encrypted with the master key. Following data is encrypted with 
keys derived from the master key. Phase 2, client authentication, is optional. The server 
challenges the client, and the client responds by returning the client's digital signature on the 
challenge with its public-key certificate.  

SSL uses the RSA public-key cryptosystem for the authentication steps. After the exchange of 
keys, a number of different cryptosystems are used, including RC2, RC4, IDEA, DES and triple-
DES. 

Kerberos  
Kerberos is an authentication service developed by MIT which uses secret-key ciphers for 
encryption and authentication. Kerberos was designed to authenticate requests for network 
resources and does not authenticate authorship of documents.  

In a Kerberos system, there is a site on the network, called the Kerberos server, to perform 
centralized key management and administrative functions. The server maintains a key database 
with the secret keys of all users, authenticates the identities of users, and distributes session keys 
to users and servers who need to authenticate one another. Kerberos depends on a trusted third 
party, the Kerberos server, and if the server were compromised, the integrity of the whole system 
would be lost. Kerberos is generally used within an administrative domain (for example across a 
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companies closed network); across domains (e.g., the Internet), the more robust functions and 
properties of public-key systems are often preferred.  

Anonymous Remailers 

A remailer is a free service that strips off the header information from an electronic message and 
passes along only the content. It's important to note that the remailer may retain your identity, 
and rather than trusting the operator, many users may relay their message through several 
anonymous remailers before sending it to its intended recipient. That way only the first remailer 
has your identity, and from the end point, it's nearly impossible to retrace. 

Here's a typical scenario - the sender intends to post a message to a news group via three 
remailers (remailer 1, remailer 2, remailer 3). He encrypts the message with the last remailer's 
(remailer 3's) public key. He sends the encrypted message to remailer 1, which strips away his 
identity, then forwards it to remailer 2, which forwards it to remailer 3. Remailer 3 decrypts the 
message and then posts it to the intended newsgroup. 

 

 
Disk Encryption 

Disk encryption programs encrypt your entire hard disk so that you don't have to worry about 
leaving any traces of the unencrypted data on your disk.  

PGP can also be used to encrypt files. In this case, PGP uses the user's private key along with a 
user-supplied password to encrypt the file using IDEA. The same password and key are used to 
unlock the file. 
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The mathematics of cryptology 
Paul E. Gunnells 

Department of Mathematics and Statistics 
University of Massachusetts, Amherst 

Amherst, MA 01003 
www.math.umass.edu/_gunnells 

April 27, 2004 
 

What is Cryptology? 
• Cryptography is the process of writing using various methods 

(“ciphers”) to keep messages secret. 
• Cryptanalysis is the science of attacking ciphers, finding 

weaknesses, or even proving that a cipher is secure. 
• Cryptology covers both; it’s the complete science of secure 

communication. 
 

Basic terminology/notation 
• P is the plaintext. This is the original readable message (written 

in some standard language, like English, French, Cantonese, 
Hindi, Icelandic, . . . ). 

• C is the ciphertext. This is the output of some encryption 
scheme, and is not readable by humans. 

• E is the encryption function. We write, for example, 
 

E(P) = C 
 

to mean that applying the encryption process E to the plaintext 
P produces the ciphertext C. 

• D is the decryption function, i.e. 
D(C) = P. 

 
Note D(E(P)) = P and E(D(C)) = C. 
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Basic terminology/notation (cont’d.) 
• The encryption key is piece of data that allows the computation 

of E. Similarly we have the decryption key. These may or may 
not be the same. They also may not be secret, as we’ll see 
later on. 

• To attack a cipher is to attempt unauthorized reading of 
plaintext, or to attempt unauthorized transmission of ciphertext. 

 

Shift (aka Cæsar) cipher 
• Encode letters by numbers: 
 

A→0, B→1, C→2, . . . ,Z →25. 
 
• Choose a key t, which is a number between 0 and 25 (for 

Cæsar, t was always 3). 
• For each letter P, E is defined by E(P) = P + t, i.e. add t to the 

code for each letter to get a new letter code. If you wind up with 
a number over 25, loop around to the beginning (like on a clock 
going past midnight). So, e.g. 25 + 3 = 2. 

 
• For example, if we take t = 17, then encrypting the plaintext 
 

ALLOFGAULISDIVIDEDINTOTHREEPARTS 
 

yields the ciphertext 
 

RCCFWXRLCZJUZMZUVUZEKFKYIVVGRIJK 
 
• Decryption is done by D(C) = C − t. 
 
 

Remarks 
• How did Cæsar get to rule the known Western world using this? 

It’s horrendously insecure. 
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• Variations: 
o Affine cipher: Choose a number a and define E(P) = aP +t. 

Must be careful choosing a, e.g. a = 0 not very useful. 
o Digraph affine cipher: Choose numbers 

 
a1, a2, b1, b2, t1, t2, 

 
and then encrypt by transforming pairs of letters: 
 

E(P1, P2) = (a1P1+b1P2+t1, a2P1+b2P2+t2). 
 
Again the choices must be made carefully. But these 
schemes are still insecure, since natural languages have 
statistical biases (the Wheel of Fortune phenomenon). 
 

Other uses of cryptography: Protocols 
 
Today we use cryptography for a lot more than just sending 
secret messages. 
• Authentication. Alice receives ciphertext from Bob. How can she 

be sure that the message originated from Bob? How can she be 
sure that the message wasn’t corrupted? How can Bob be sure 
Alice received it? How can Alice make sure that Bob can’t deny 
having sent it? 

• Key exchange. Over an insecure channel, Alice and Bob 
exchange two pieces of data that allow them to compute a 
common encryption/decryption key. But any attacker who 
intercepts the transmissions can’t recover the key. 

• Zero-knowledge proofs. Alice can unequivocally convince Bob 
that she has a certain piece of information, without revealing the 
exact piece of information to Bob. 

• Secret sharing. Alice, Bob, Carol, . . . , Yanni, and Zeke each 
have a piece of information that is part of a commonly held 
secret S. 
o If N or more of them meet and combine their knowledge, 

then S can be reconstructed. 
o But if less than N get together, S cannot be reconstructed. 
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All of these protocols are in common usage in computer networks 
today (ATMs, the Web, . . . ). They are also crucial in sensitive 
communication between governments. 
 

A modicum of mathematics 
• Integers. Positive and negative counting numbers as well as 0, 

i.e. {. . . ,−2,−1, 0, 1, 2, . . . }. 
• Prime. A positive integer that is divisible only by 1 and itself, e.g. 

2, 3, 5, 7, 11, . . . , 4136658067, . . . . 
The largest known prime today is 220996011−1, and has 6320430 
digits. Integers that aren’t prime are called composite. 

• Factoring. Writing an integer as a product of smaller integers, 
e.g. 60 = 22 · 3 · 5. 

• Primality test. A test to decide whether or not an integer is 
prime. This is not the same as factoring. 

• Probabilistic primality test. A test to decide whether or not an 
integer is prime to an (explicitly computable) high probability. 
Integers that pass these tests are called pseudoprimes, and in 
applications are just as useful as honest primes. 

 

Public Key Cryptography 
 
Each user has an encryption function and a decryption function. 
• Alice makes her encryption function EA publicly known, but 

keeps her decryption function DA secret. 
• Bob wants to send Alice a message P, so he computes       

C = EA(P) and sends it to her. 
• Alice receives C and computes P = DA(C). 
 
What makes this different from previous schemes, and why is it 
secure? The point is that the encryption/decryption functions are 
set up so that DA is very difficult to compute only knowing EA. 
Thus, even if an attacker knows EA, he can’t compute DA and 
hence can’t read Bob’s message. 
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The RSA scheme 
But how can it be that DA isn’t easily computable from EA? How 
can there be such functions? 
 
The RSA implementation of public key cryptography is based on 
the following empirically observed fact (here written as if it were 
carved in stone): 
 

Multiplying two integers is easy, but 
finding a nontrivial factor 

of an integer is hard. 
 
In other words, integer multiplication is in practice a “one-way 
function.” If a number is large, it’s essentially impossible to factor 
it. 

 
• Alice secretly chooses two large primes p, q. Large means each 

has two hundred or so digits. 
• She computes N = p · q. Her encryption function EA is built out of 

N, so she is essentially making N publicly known.1 
• Her decryption function DA, on the other hand, needs p and q to 

work. But knowing N isn’t enough to figure out p and q! 
 
1Actually she also makes another auxiliary integer e publicly known, but never mind. 

Knowledge of e doesn’t help to figure out DA. 

 
Example of a protocol: 
Sender authentication 
Each person has his own secret decryption function D, and 
everyone knows everyone else’s encryption function D. Alice 
receives a message from Bob. How can she be sure it’s really 
from him? 
 
• At the very end of his message, Bob attaches an encrypted 
digital signature S’ = DB(S). 
o S is a plaintext phrase (“Look at me; I’m as helpless as a 

kitten up a tree; Love, Bob”), but 
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o S’ looks like gibberish (it’s been munged by the decryption 
function, which randomly garbles plaintext just as well as the 
encryption function). 

Hence the whole message P looks like normal plaintext with 
some junk at the end (S’). 

• Bob then computes C = EA(P) and sends it to Alice. 

• Alice applies DA to C and recovers P. She notes the gibberish S’ 
at the end. 

• Alice detaches S’ and computes EB(S’). (Recall that this function 
is publicly known). 

• Since EB undoes DB, she gets as output S! Now she knows the 
message really came from Bob, since only he knows DB, and to 
get S as EB(S’) means that S’ must have been computed using 
DB. 

• Finally she reads the actual message with signature. Blush, 
warm heartfelt glow, fade to black. 

 

What does mathematics offer? 
• Other sophisticated implementations of public key schemes 
o discrete logarithm schemes 
o elliptic curve cryptosystems 
o braid group cryptosystems 

• Implementation improvements 
o effective primality tests 
o primality certificates 
o better versions of basic algorithms to speed up 

implementations 
• Techniques to attack cryptosystems 
o advanced factoring methods such as the general number 

field sieve 
o other attacks based on statistical/probabilistic approaches 
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Recent accomplishments 
 
A team led by Jens Franke of Bonn University (Germany) 
recently2 factored the 174-digit RSA challenge number RSA-576 
 

1881 
9881292060 7963838697 

2394616504 3980716356 3379417382 
7007633564 2298885971 5234665485 
3190606065 0474304531 7388011303 
3967161996 9232120573 4031879550 

6569962213 0516875930 
7650257059 

 
into its two 87-digit prime factors. For this they won the not too 
shabby sum of $10,000. Such “challenges” are the only way we 
know that RSA is secure. In other words, factoring isn’t provably 
hard, just empirically hard. 
 
2December 3, 2003. In fact this was the day after the discovery of the 
largest known prime. 

 
Appendix: How RSA works 
• Alice chooses two primes p, q, and computes N = pq and φ(N) = 

(p − 1)(q − 1). She also chooses integers e, d such that ed = 1 
mod φ(N). 

• She publishes the pair (N, e). Her encryption function is EA(P) = 
Pe mod N (we are assuming that plaintext is somehow encoded 
using integers mod N). 

• Her decryption function is DA(C) = Cd mod N. 
 
The scheme works because (by a result of Fermat from the 17th 

century) we have for any P mod N 
 

DA(C) = DA(Pe) = Ped = Pφ(N) = P. 
 
But to compute d from e and N, one needs to factor N. 
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